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GDPR Update — November 2018 
 

Since the GDPR came into force in May 2018, recent developments have taken place which have had far reaching and 
significant implications. The UK Information Commissioner’s Office (“ICO”) has issued its first post-GDPR enforcement 
notice against a Canadian company, AggregateIQ Data Services Limited (“AIQ”). The ICO alleges that AIQ failed to 
comply with various provisions of the GDPR including the requirement to process data lawfully, fairly and in a 
transparent manner.  

The notice requires AIQ to erase and cease processing the personal data of individuals in 
the UK within 30 days of the date of the notice. In the event that AIQ fails to comply with 
the notice, the ICO may then issue a monetary penalty notice which will oblige AIQ to pay 
a substantial fine. The notice is especially noteworthy because it is the first enforcement 
notice to be served by the ICO on a company which is based outside, and does not have 
operations in, the UK. 

In other news, Facebook has now been served with a monetary penalty notice in relation to a data protection incident 
which Facebook estimates may have affected up to 87 million of its users. As the breach giving rise to the notice 
occurred prior to the date on which the GDPR came into force, the ICO was only able to impose a maximum fine of 
£500,000. Under the GDPR, the ICO has the power to impose a fine of up to EUR 20 million, or 4% of a company’s 
annual worldwide turnover, whichever is higher. It seems likely, given the comments made by the Information 
Commissioner in her notice, that if the same breach were to occur post-GDPR then the fine imposed would be 
significantly higher.  

Other companies like Heathrow Airport and BUPA (fined £120,000 and £175,000 respectively for inadequate data 
security), have also been affected.  

What should you be doing? 

Whilst the outcome of the AIQ case is not yet clear, in view of the willingness of the ICO to take action against 
companies based outside the UK and the severe penalties which may result from failing to comply with data protection 
law, it is important that you understand how the GDPR applies to your business and that you take steps to try and 
reduce your exposure as far as possible. Practical steps you should consider taking include:  

1. Undertaking a detailed audit of the data you process so as to identify whether you are required to comply with the 
GDPR regardless of whether you have a presence in the EU or not.  

2. Taking steps to ensure that you process data securely.  

3. Determining what data you process, how you process it and what lawful basis or bases you rely on for 
processing.  

As the stakes are so high, it is important that you take action to avoid the consequences of breaching 
data protection law. If you require advice in relation to data protection, contact 
3HR Corporate Solicitors. 
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