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GDPR is coming - are you sure you are compliant?  
 

In order to comply with the General Data Protection Regulation, which comes into force on 25th May 2018, all companies need to 
review and amend their company’s policies, contracts, notices, and IT and technical measures. 

The new rules place an even greater importance on a data subject understanding and approving what is to happen to their 
personal data. Consent must be freely given, specific, informed and unambiguous. The subject must be under no obligation to give 
consent and must understand both that he is giving consent and what the implications of the consent will be. A subject must make 
a positive action to confirm consent, such as ticking a box. Pre-ticked boxes or opt-out boxes will become a thing of the past.  

The GDPR also introduces eight key concepts. These give people the right: 

• to be informed about the use of their data; 

• to have access to it;  

• to have incorrect data corrected;  

• to have it erased; 

• to restrict processing;  

• to data portability;  

• to object to the use of their data; and  

 to know about automated decisions. 

 

The GDPR also massively increases the importance of accountability in data protection law. Organisations will have the duty to 
report certain data breaches within 72 hours of becoming aware of them. This means that a security breach that leads to personal 
data being compromised must be reported to the authorities within 3 days. There will also be times when companies will have to 
report data breaches to the individuals concerned. These are obviously huge changes and require preparation in advance. 

 For example, the following technical measures are generally required: 

 the encryption of office computers, especially laptops used outside the company; 

 access permissions for shared folders on servers which store personal data should be reviewed; 

 external remote access permissions should be carefully checked; 

 logs for internal and external access attempts should be set up; 

 unused user accounts should have access rights removed and any personal data deleted; and  

 user account password rules (such as length/formation and regularity of changes) should be looked at.  

 

It is very important to review these (and other) IT issues and take immediate action. 

By making sure the appropriate technological and documentary measures are put in place, it is possible to reduce 
the risk of a personal data breach and avoid the fines that go along with it. 

We can help you make the right decision on the necessary measures to take in your company. Please do not 
hesitate to contact to our 3HR Commercial Law team. 
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