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GDPR - What is the best method for processing employee data? 
  

As the deadline for compliance with the General Data Protection Regulation (GDPR) has 
now passed companies must ensure that they are now processing data in a lawful 
manner.  
 
There are six lawful bases for processing personal data under GDPR: 
1. Consent as a legal ground for lawful processing 
2. Contractual necessity as a lawful basis for processing 
3. Lawful processing on the ground of legal obligations 
4. Vital interests and lawful personal data processing 
5. Public interest as a basis for lawful processing 
6. Legitimate interests as a legal basis for processing 
 
One area in which companies are able to process data is by consent from the data subject, which in this case will be 
their employees. The problem with relying on consent as the primary method for processing data is that any consent 
must be “freely given”.  
 
This implies real choice and is especially difficult when, as is normally the case, there is an imbalance between data 
controller (company) and data subject (employee). Consequently, even if an employee does give consent this could 
arguably be invalid as it was not freely given.  

 
In order to establish a valid process, you may be better off looking 
for an alternative lawful basis rather than looking to rely on consent 
at the outset.  
 
An example may be that a company obtains their employee’s bank 
details when they start employment. The company will process 
these details by inputting them into their system to ensure that their 
salary is paid. The company will not require consent to do this as it is 
a “contractual necessity” that the company process their employee’s 
bank details to ensure that they get paid. This would also be lawful 
processing as you would need this information to ensure that an 
employee’s income tax is paid.  
 

If you cannot offer employees a genuine choice over how you use their data, consent will not be the appropriate basis 
for processing. If you would still have to process their personal data even if they had refused consent, then seeking 
consent from the individual in the first place is inappropriate and unnecessary. Moreover, by identifying another basis 
for processing employee data you will avoid incurring additional costs in seeking unnecessary 
employee consent. 
 
Therefore, it is important for a company to determine what legal basis they are using to process 
personal data. 
 
If you would like advice on processing data under GDPR, please contact our 

employment team.     
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